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Abstract

Thi s docunment considers adm nistrative processes for ENUM and
offers a general adm nistrative nodel for an environnment where
nunber portability has been inplenented. The ENUM

adm ni strative process is a critical piece in maki ng ENUM
operational. The admnistrative process involves severa
entities. A telephony user's identity and his/her assignnment
of a tel ephone nunmber nust be vali dated before ENUM service
can be granted. Therefore, the entity that assigns tel ephone
nunbers (often but not always tel ephony user's tel ephony
service provider) plays an inportant and someti mes necessary
role in making the ENUM adm ni strative process successful.

The information flows associated with the reference nodel
proposed in this docunent are described to show the

i nteractions anong the involved entities and the functions to
be performed by each involved entity. The industry and

regul ators will decide whether this reference nodels or sone
alternative is to be used.

1. Introduction

Provisioning of ENUM[2,3,4] is conplex because it conbi nes
el ements of the domain name registration process (after all it
is a domain nanme that is being registered) and the preferred
carrier selection process (because particular providers are
bei ng sel ected to provide services to the holder of the domain
name identified by the tel ephone nunber). ENUM provi sioning
also is tied to nunber adm ni stration because of the need to
verify a user’s rights to have ENUM records for a particular
t el ephone nunber and to term nate those rights when service on
the nunber is disconnected. It is essential to devel op an
adm ni strative process that is operationally efficient,

provi des adequate authentication of requests and at the sane
time is not burdensone for the end user of the tel ephone
nunmber .

The ENUM Oper ati ons document [4] and RFC 3026 [5] suppose ENUM
i npl ementation in a tiered Architecture. In the Operations
docurment, the first tier is described as directing queries to
the entity that holds the actual Nam ng Authority Pointer
(NAPTR) records for an individual tel ephone nunber.

Di scussi ons between the International Tel ecomrunication Union
(1TU and Internet Engineering Task Force (I ETF) (RFC 3026)
suggest that this tier will actually be conposed of two

di stinct sub-tiers: one which directs queries to the

adm nistrative entity that an I TU nenber state has desi gnated
to provide the Tier 1 function for the tel ephone nunber in
gquestion and that Tier 1 entity itself. This docunent wl|
refer to the first entity as Tier 0, and the second as Tier 1.
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Tier O is the Reseaux |IP Europeens Network Control Center
(RIPE NCC) that mmintains the el64.arpa zone. Entries in the
RI PE NCC nane server correspond to country codes (CCs) or
portions of country codes and point to the Tier 1 or Registry
that is the authoritative name server for that country code or
portion of country codel.

At Tier 1, the Registry maintains records that indicate the
authoritative name server(s) for individual E.164 nunbers or
bl ocks of nunbers in the country code or portion thereof.?

At Tier 2, the Service Registrar for an E 164 nunber nmaintains
t he actual NAPTR records that contain information for specific
comruni cati on services. These NAPTR records in turn either
point to Application Service Providers (ASPs) that provide

t hese services or contain the Uniform Resource Locators (URLS)
for contacting the user's end points directly.

Thi s docunent discusses the ENUM adm ni strative process in an
envi ronnment in which nunber portability [6,7] has been

i npl emented such that the tel ephony user controls the assigned
t el ephone nunber so long as it maintains the tel ephony
service. In such environnents, the donor telephony service
provider (i.e., the telephony service provider that is
assigned a bl ock of tel ephony numbers before any nunber
porting event happens from that nunber block) is not to be
relied on for maintaining the delegation information for a TN
(i.e., the Tier 1 function in the ENUM process).

The reference nodel presented here assunmes that a "Tier 1
Entity (T1E)" has been chartered by national (or, potentially
mul ti-national in the case of an integrated nunbering plan
such as the North American Nunbering Plan (NANP)[ 8])
authorities to provide the Domain Nanme System (DNS) service
for the <country code>. el64.arpa domain (e.g., 1.el64.arpa for
NANP) and that this entity provisions zones of authority for
each tel ephone nunber (TN) that point to the correct service
registrar for the tel ephone nunber. The service registrar's
DNS in turn holds the NAPTR[ 9] records for the TN.

Note that in sone cases the separation (DNS del egation) at the
national Tier 1 |level may occur bel ow the country code | evel

1 In the actual Recommendation E. 164, a 'country' in this
sense nmeans 'a specific country, a group of countries in an

i nt egrated nunbering plan or a specific geographical area.
2 Al though the focus of this document is on geographic country
codes assigned to a single state or group of states as an

i nt egrated nunmbering plan, nuch of what is proposed would be
applicable to tel ephone nunbers in country codes that are
shared by regional or international communities such as the
+881 and +878 nunbers as well as to nunbers in geographic
country codes.
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when countries share a common country code (or integrated
nunbering plan.)

For exanple, if there were to be separate Tier 1s for the US
and Canada, two of the countries in the integrated nunbering
pl an for country code 1, then the del egati ons woul d have to be

appropriately divided at the area code |evel.

However, such policy-area divisions would still have to ensure
that there is only one Tier 1 registry for any given tel ephone
nunmber, and that these subdivisions are static, limted, and

del egated in a way that does not burden Tier O.

2. Term nol ogy and Abbrevi ations

ASP Application Service Provider, a service provider that

provi des applications such as e-mail, or voice
messaging to an EU that is assigned with a TN.

CC Country Code
DNS Domai n Name System
ENUM Tel ephone Nunmber to URI mappi ng

EU End User, a person or entity that is assigned a

t el ephone nunber. The EU plays the role simlar to the

"registrant.”
HLR Home Location Regi ster

| CANN | nternet Corporation for Assigned Names and Nunbers

| D ldentity or ldentification
| SP | nternet Service Provider
| TU Internati onal Tel ecommuni cati on Uni on

LERG Local Exchange Routing Cuide

NANP  North Anmerican Nunmbering Pl an

NAPTR Nam ng Aut hority Pointer

NCC Net wor k Control Center

NPA Numberi ng Pl an Area

NPAC Nunmber Portability Adm nistration Center

PA Portability Adm nistrator
PI C Preferred Inter-exchange Carrier
<draft-pfautz-yu-enumadm 01> I nformati onal - Expires Sept. 2001
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Registry The entity whose nane server

ivar chn

identifies the Service

Registrar for a given tel ephone nunber

RFC Request For Comment
RR Resource Record

Rl PE Reseaux | P Eur opeens

Service Registrar the entity that hosts the NAPTR records for

a given tel ephone nunber
SIP Session Initiation Protocol

SMS Servi ce Managenment System

SMS- MC Short Message Service Message Center

T1E Tier 1 Entity, the entity that has a pointer to the

Tier 2 Entity for each served TN.

The T1E is the

Registry, simlar to the registry in the general domain

name regi stration process.

T2E Tier 2 Entity, the entity that has all the NAPTR RRs

associ ated with each served TN.

The T2E plays the role

of the service registrar, which is simlar to that of
the registrar in the general domain nanme registration

process.

T3E Tier 3 Entity, the entity that provides the service-

specific directory services for

retrieving additional

information for services related to a TN.

TN Tel ephone nunber, an E. 164 nunber

I nternational nunbering plan.

in the national or

TNAA  Tel ephone Number Assignnment Authority, the entity that
hol ds i nformati on about the current assignnment of a

t el ephone nunmber to an end user

This is often, but not

al ways the current TSP for a nunber.

TSP Tel ephony Service Provider, the tel ephony service
provi der that provides tel ephony and related services

to a TN.
VLR Visitor Location Register
URI Uni f orm Resource |l dentifier

URL Uni form Resource Locat or

3. Reference Mde
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This section discusses a reference nodel that shows the
entities that are involved in the ENUM adm ni strative process
and the interfaces anong them The assunptions are first
descri bed bel ow before the discussion of the reference npdel.

3. 1. Assunptions

Sone assunptions are made so as to describe the proposed ENUM
adm ni strative process in a controlled manner. Those
assunptions are made based on the objectives to have an
efficient and effective and a user-friendly adm nistrative
process. They are shown bel ow

- One Tier 1 Entity (T1E) handl es the subdomain of el64. arpa
corresponding to a particular country code or portion
t hereof and points each served Tel ephone Nunmber (TN) for
which an ENUM record exists to the proper T2E.

Al'l NAPTR records for a given TN nust be stored in a single
Tier 2 entity's nanme server.

- Not every TN has a record or records at the T1E.

- The EU can use the ENUM service as a personal nunber service
and can subscribe to many application services (e.g., e-nail
and voice mail) from various ASPs including his/her TSP.

- The TSP of an EU may use the ENUM service for networKk-
rel ated services. Sonme of those network-related services
use TNs that are not assigned to the EUs. For exanple, the
ENUM process can be used to identify the wireless network
el ement such as the Honme Location Register (HLR) or Visitor
Locati on Register (VLR) by using TNs not assigned to the EUs
[10]. Other network-related services may use TNs that are
assigned to the EUs. For exanple, ENUM process can be used
to identify the wireless Short Message Service Message
Center (SMs-MC) when a short nessage is addressed to a
w rel ess subscriber's TN

- The TSP may offer application services to the EUs. For
those application services, the TSP is no different fromthe
ASPs that can offer the sane applications services to the
EUs. The TSP will be treated as the ASPs for those EUs
application services.

- The EU decides which Tier 2 Entity (T2E) to use for its
assi gned TN.

- The mention of the entity such as T1E or T2E in this
document sonetinmes neans the entity that offers a specific
functionality (e.g., T1E) and other tinmes refers to the
domai n nane servers (e.g., can be two or nore) operated by
that particular entity.
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- The EU has authority over provisioning of the Nam ng
Aut hority Pointer (NAPTR) Resource Records (RRs) at the T2E
for his/her application services, but in npst instances may
not provide the NAPTR RRs to the T2E directly, but rather
aut horize the T2E and various ASPs to provision the records.
The TSP has authority over provisioning of the NAPTR RRs at
the T2E for the network-rel ated services. The T2E nust
control the access rights to the NAPTR RRs so that the TSP
and ASPs can only provision/access/ change their own NAPTR
RRs.

- The NAPTR RRs for the EU s application services and the
TSP's network-rel ated services can be easily differentiated
(e.g., via the "service" field of the NAPTR RR)

- For a TN that is not assigned to any EU, the TSP t hat
controls that TN can be viewed as the EU for that TN

- If the TSP uses ENUM for network-rel ated services, the TSP
may designate a T2E, called "TSP's default T2E," to hold
t hese network-related NAPTR RRs if the EU has not opted to
make use of ENUM services. When an EU does decide to nmake
use of ENUM services and chooses a T2E different than the
TSP's default T2E, the EU s chosen T2E will becone the new
T2E and will retrieve the TSP's NAPTR RRs fromthe TSP s
default T2E. When the EU stops using the ENUM servi ce and
the T2E infornms the T1lE to renpve the pointer to it for that
TN, the T1IE will point to the TSP's default T2E for that TN
if such a default T2E exi sts.

- The T1E knows the Tel ephone Nunber Assignnent Authority
(TNAA) and TSP for each TN and knows when a nunber porting
t akes place through information fromthe Portability
Adm nistrator (PA) that adm nisters the nunmber porting
process (e.g., the Nunber Portability Adm nistration Center
(NPAC) in the U.S. A [11]).

- The EU can change the T2E wi thout inform ng the current
serving T2E (the old T2E). The new T2E may informthe old
T2E and will informthe T1E about the T2E change for the TN.
The T1E will confirmthe change with the old T2E and i nform
the new T2E about the confirmation. After retrieving the
NAPTR RRs for the TN fromthe old T2E, the new T2E i nforns
the T1E to make the T2E change in effect. This process is
simlar to the change of the TSP through the NPAC in the U
S. A and the change of registrar through the registry for
exi sting domain nane registration.

- The TNAA may need to confirmthe TN assignnment to an EU when
requested by the T1E and/or T2E. The need for this action
fromthe TNAA depends on whether the T1E or T2E can get the
I nformati on from ot her sources.
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- The EU loses his/her right to the assigned TN and ENUM
servi ces when he/she disconnects the tel ephony service and
no | onger owns/controls the TN
- The TNAA is aware when rights to a TN are relinquished, e.qg.
t hrough service di sconnection
- The TNAA infornms the T1E in a tinmely manner when the EU
relinqui shes a TN.
- An EU can be assigned one TN or a set of TNs. The
adm ni strative process will be designed to handl e individual
TN or set of TNs for an EU. In the discussion of
information flows, only single TN is addressed.
3.1. Reference Model Architecture

Figure 1 shows the reference nodel. Al the entities involved
are shown as logically distinct but in sone cases a single

i ndi vidual or corporation may performthe roles of multiple
entities. In particular the TSP may be the TNAA. The EU

deci des which T2E to be his/her service registrar. The T2E
can be physically operated by the EU itself, its TSP, its

I nternet Service Provider (ISP), or a third-party entity
designated by the EU. The T2E may need to neet criteria to be
defined by the appropriate national authorities. These may or
may not be the sanme criteria applied to domain nane registrars

in general.
+----- +
I I I | PA |
+----- +
I
| M
TS +----- + +----- +
Fomm e e - | T1E | +--m - - | T2E |
+----- + | +----- +
I I
At +------- +]
||
+----- + B +----+
oo - - - | T2E |------ +------ | EU |---+
N+ | +- - - - - - + L +----+
I I | I I
F+ C+ | | +G | | H +E
+ L | | S I + |
I I I I | +J
| +-+----- + +D +- - - - - +
e IR | TNAA | ---+ | ASP |
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| | +--4- -+ +----- + |

| | | K |

| | +- - - - +- - +- -+ |

| I | TSP |------------“““------- +
o e a - +----- +

Figure 1. Reference Mde

Interface A is used by the new T2E to indicate the T2E change
to the T1E or by the T2E to provision its RRs (e.g., change
the name server RRs) at the T1E for a TN, and by the TlE to
informthe old T2E when the EU changes to a new T2E, and the
new T2E about the old T2E, and to acknow edge the new T2E
request for a T2E change for a TN

Interface B is used by the EU to request ENUM service from a
T2E, provision/access/change information in his/her NAPTR RRs
at the T2E, and authorize his/her ASPs for the access right to
their respective NAPTR RRs at the T2E for a specific TN that
is assigned to the EU.

Interface Cis used by the TNAA to informthe T1E about

term nation of TN assignnment. It may be used by the T1E to
verify the assignnment of a TN and whether a TN is a working TN
assigned to an EU, or to the TSP.

Interface D is used by the EU to request a TN assi gnnent, or
to term nate the assignnent, or by the TNAA to assign a TN to
the EU or to term nate the assignnment.

Interface E is used by the ASP to provide its NAPTR RRs or the
application service related information (e.g., e-mail or SIP
address) to the EU or to request the EU to authorize it to
provi si on/ access/ change its NAPTR RRs at the T2E, and by the
EU to subscribe, change or term nate application services from
the ASP or discuss matters related to the EU s account.

Interface F is used by the TSP to informthe T1E about its
default T2E for the network-rel ated services for a TN and by
the TIE to informthe TSP about the change of the T2E

Interface G may be used by the T2E to verify the assignnent of
a TN and by the TNAA to informthe T2E about the tel ephony
service disconnection for a TN.

Interface H may be used by the ASP to provision/access/change
t he NAPTR RRs associated with the application services for a
TN at the T2E if the EU gives it the authorization to do so.
This includes the termnation of a specific application
service for a TN

<draft-pfautz-yu-enumadm 01> I nformati onal - Expires Sept. 2001
9



ENUV AOM ni strative Process IVar cn
2001

Interface | is used between the old T2E and the new T2E to
resol ve di sputes about the T2E change and for the new T2E to
retrieve the NAPTR RRs at the old T2E.

Interface J is used between the EU and TSP to request or
term nate tel ephony service.

Interface Kis used between the TNAA and TSP as needed to
verify or update nunber/service status.

Interface L is used by the TSP to provision/access/change the
NAPTR RRs associated with the network-related services for a
TN at the T2E.

Interface Mis used by the Portability Adm nistrator (PA) to
informthe T1E about the nunmber porting events for a TN that
i's managed by the PA. There can be nultiple PAs with each
one handling different nunber ranges/blocks (e.g., one for
geogr aphi ¢ nunber and one for freephone nunbers).

Interface N is used between the TSP and the Portability

Adm ni strator (PA) about nunber porting events. It is defined
by each of the nunber portability adm nistration process for a
speci fi c nunber ranges/bl ocks and is outside the scope of this
docunent.

Interfaces A, B and C are to be defined and supported. The
other interfaces are subject to the entities that are

i nvol ved. For exanple, a T2E can provide a web-based graphic
user interface for the EU and possibly the TSP or ASP to
interact with it, and the T2Es can define interface | to

st andardi ze the communi cati on anong t hensel ves.

Where the TSP rather than an independent TNAA is responsible
for nunmber assignnments, interfaces D and J collapse, as do
interfaces G and L, and Interfaces C and F.

Where the TSP serves as the T2E interface L becones internal
interfaces A and F collapse, and interfaces B and J coll apse.

VWere the EU plays the T2E's role for its own TN or TNs,
interfaces E and H coll apse, interfaces J and L coll apse, and
interface B becones internal

4. Information Fl ows

This section describes the information flows for several
scenarios to show how the entities in the reference nodel
interact during the ENUM adm ni stration process. Only the
successful scenarios are discussed for the proposed

adm ni strative process. After the reference nodel and basic
concept of operation are agreed, the failure scenarios then
can be identified and discussed.
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The processes of verifying the EU s identity and EU s
assignnment of the TN by the T2E, verifying the TSP's or ASP' s
identity and rights of provisioning/accessing/ changing the
NAPTR RRs at the T2E by the T2E, or verifying the T2E's
identity by the T1lE, are not detailed or not shown in this
section to sinplify the explanation. The authentication
aspect is discussed in Section 5.

Case A. Initial ENUM service request by the End User

Thi s case happens when the EU approaches a T2E for ENUM
service. The EU may initiate the service request due to

hi s/ her need for ENUM service, or at the request of his/her
TSP or ASP for sone application services.

1. The EU requests a T2E to host the NAPTR RRs for his/her
TN.

2. The T2E verifies the EU s identity and the assignnment of
the TN, accepts the service request and collects
I nformation fromthe EU.

3. There are several ways of provisioning the NAPTR RRs
associated with the EU s application services at the T2E

3a. The EU provides all the necessary information to the T2E
based on the information (e.g., voice-nmail address and e-
mai | address) received fromits TSP and ASPs. The EU can
provi de the exact NAPTR RRs or sone application address
I nformation that is converted by the T2E to the NAPTR RRs.
This case, where the ASP nust go through the EU to nmake
changes to the NAPTR RRs at the T2E for the EU s TN, may
be burdensone and error prone for many EUs.

3b. The EU gives the authorization to the T2E for hi s/ her ASPs
to provision/access/change the RRs at the T2E. The ASP
then provisions the NAPTR RRs at the T2E for a TN. The
TSP is authorized to provision the NAPTR RRs associ at ed
wth network-rel ated services. The T2E will verify and
allow the TSP or ASP to provision only those NAPTR RRs it
I's authorized. The EU may pass the information that is
unique to the TSP or ASP so that the T2E can authenticate
the TSP or ASP when it interacts with the T2E, or the T2E
can provide sone information (e.g., user |ID and password)
to be passed to the TSP or ASP by the EU.

3c. The EU provides all the necessary information to the T2E
based on the information received fromits ASPs and gives
the authorization to the T2E for his/her ASPs and TSP to
provi si on/ access/ change the RRs at the T2E.

3d. The EU may give the authorization to the T2E for sone of
hi s/ her ASPs to provision NAPTR records for the
applications services they provide. In that case,
information at the T2E for those services without the EU s
aut hori zation nust go through the EU to nmake changes.

4. Since the T2E has not already provisioned this TN at the
T1E, it requests that the T1E provision the TN with proper
DNS RRs pointing to the T2E.

<draft-pfautz-yu-enumadm 01> I nformati onal - Expires Sept. 2001
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5a. If the EU s TSP has provided the default T2E information
to the T1E (e.g., for using the ENUM services for the
TSP's network-related services), the T1E informs the TSP
about the new EU-sel ected T2E, confirms the provisioning
request with the EU-sel ected T2E and infornms the EU-
sel ected T2E about the TSP's default T2E. The EU-sel ected
T2E then retrieves the NAPTR RRs that are associated with
the TN fromthe TSP's default T2E

5b. If the T1lE does not have information about the TSP s
default T2E (e.g., the TSP has no use of the ENUM services
for its network-related services), it just sends an
acknow edgenent to the new EU-sel ected T2E

6. The T1E creates the proper DNS RRs for the TN to point to
t he new EU-sel ected T2E

The TSP may have a need to use the ENUM service for sonme
application services for TNs not assigned to the EUs. In that
case, the TSP acts as the EUin terns of selecting the T2E for
that TN and giving the authorization to itself to

provi si on/ access/ change the NAPTR RRs at the T2E. The TSP can
be the T2E in this case or can use a third party as the T2E.
No ASP will be involved in this case for those TNs.

Case B. Initial ENUM service request by the Tel ephony Service
Provi der for the network-rel ated services

Thi s case happens when the TSP wants to use the ENUM services
for network-related services for a TN.

1. The TSP contacts the T1E requesting ENUM for network-
rel ated services for a TN. Recall that the T1E can verify
that the TSP currently serves the TN in question.

2. The T1E accepts and stores the default T2E provi ded by the
TSP.

3. There are two possibilities depending on whether the EU
has been using the ENUM servi ces or not.

3a. If the T1E has no pointer to an EU-sel ected T2E for that
TN, it adds proper DNS RRs to point to the TSP's default
T2E for that TN

3b. If the T1E has a pointer to an EU-sel ected T2E for that
TN, it inforns the TSP about the EU-selected T2E. The TSP
then interacts with the EU sel ected T2E to provision those
NAPTR RRs associated with the TSP's network-rel at ed
services. O the T1E can informthe EU-selected T2E about
the TSP's default T2E so that the EU-sel ected T2E can
retrieve the NAPTR RRs fromthe TSP' s default T2E

The TSP can interact with the T1E |ater to change the default
T2E information. It is expected that the TSP will store the
NAPTR RRs associated with its network-related services for a
TN on a T2E so that the same T2E can host the NAPTR RRs for
the EU s application services for the same TN when the EU
selects the TSP for the T2E service. Having the NAPTR RRs
associated with the network-rel ated services for a TN stored
on a default T2E even when there is an EU-sel ected T2E al | ows
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the T1E to quickly point to the TSP's default T2E when the EU
st ops using the ENUM servi ce.

Case C. End User changes Tier 2 Entity

Thi s case happens when the EU decides to use another T2E for
the ENUM service. There nmay or may not be any changes in the
TSP or any of the ASPs. To sinplify the scenario, it is
assunmed that no NAPTR RR i s changed due to this nove. |If
there are changes, the new T2E needs to work with the EU and
EU s ASPs to create the correct NAPTR RRs.

1. The EU requests a T2E (the new T2E) to host the NAPTR RRs
for his/her TN and indicates that all the NAPTR RRs stored
at the old T2E (the old T2E) are still valid.

2. The T2E verifies the EU s identity and the assignnment of
the TN, accepts the service request and collects
information fromthe EU. The new T2E may notify the old
T2E of the EU s request.

3. The new T2E requests that the T1E provision the TN with
proper DNS RRs pointing to it.

4. The T1E informs the old T2E about the T2E change for that
TN.

5. The old T2E confirnms the T2E change.

6. The T1E acknow edges the change with the new T2E and
i nforms the new T2E about the old T2E

7. The new T2E retrieves the NAPTR RRs (related to EU s
application services and TSP's network-rel ated services)
fromthe old T2E

8. The new T2E inforns the T1E to nmake the T2E change in

effect.
9. The T1E creates the proper DNS RRs for the TN to point to
the new T2E.

It is possible that the old T2E can di spute the T2E change for
a TN. The T1E will not change the pointer to the new T2E
unl ess the dispute is resolved or if the old T2E fails to
respond to the T1IE within a specified tinme period.

Case D. End User relinquishes tel ephone nunber

Thi s case happens when the EU decides to di sconnect his/her

t el ephony service (e.g., nove to a new city) or his/her TSP
di sconnects his/her telephony service due to reasons such as
non- paynent .

1. The EU relinquishes the TN, e.g. disconnects service.

2. The TNAA infornms the T1E about the tel ephony service
di sconnection for a TN. The T1E relays that information
to the EU-selected T2E if applicable.

3a. If the EU s TSP has provided the default T2E information
to the T1lE, the T1E changes the DNS RRs for that TN to
point to the TSP's default T2E and infornms the TSP about
the T2E switch for that TN.
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3b. If the T1E does not have informati on about the TSP's
default T2E, it renpbves the DNS RRs for that TN

Case E. Tier 2 Entity changes information at Tier 1 Entity

Thi s case happens when the T2E needs to change the information
such as the DNS RRs or contact person information at the T1E
The T2E interacts with the T1E to make the necessary changes.

Case F. End User changes Tel ephony Service Provider

Thi s case happens when the EU changes from one TSP to anot her.
The processes vary dependi ng on whether the old serving TSP or
new serving TSP uses the ENUM services for network-rel ated
services or whether the EU uses the ENUM services. The T1E
w |l be informed of such a TSP change by the PA and nust
synchroni ze the TSP change with the portability process. The
exact time to renove the old serving TSP's NAPTR RRs and/or to
add the new serving TSP's NAPTR RRs at the T2E or to point to
the new serving TSP's default T2E are not specifically
addressed to sinplify the description. The change of the TSP
does not inpact the pointer to the current serving T2E for a
TN at the T1IE if the old TSP is not the T2E for that IN. This
scenari o assunes that is the case.

1. If the new serving TSP has the use of the ENUM services
for the network-rel ated services, it inforns the T1E about
its default T2E information as described in Case B.

2a. |If the EU has no use of ENUM services, the TlE creates the
DNS RRs for the TN pointing to the new serving TSP's
default T2E. If the old serving TSP has provided the
default T2E information, that information at the T1E woul d
be replaced by the new serving TSP's default T2E. The
process stops here.

2b. If the EU has selected a T2E, the T1E inforns the EU-
sel ected T2E about the TSP change so that the T2E can
all ow the new TSP to provision its NAPTR RRs or can
retrieve the NAPTR RRs from the new TSP's default T2E
The T2E will swap the NAPTR RRs from the new TSP when it
Is informed by the T1E to nmake that switch. The process
st ops here.

3. If the new serving TSP has no use of the ENUM services for
the network-rel ated services for the TN, the old serving
TSP has the use of the ENUM services, and the EU has
selected a T2E, the T1lE, synchronized with the portability
process, instructs the EU-sel ected T2E to renove all the
NAPTR RRs associated with the old serving TSP' s networ k-
rel ated services and renoves the stored default T2E
I nformation provided by the old serving TSP for the TN
The process stops here.

4. |If the new serving TSP has no use of the ENUM services for
the network-rel ated services, the old serving TSP has the
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use of the ENUM services, and the EU has no use of the
ENUM services, the T1E, synchronized with the NPAC
process, renoves the stored default T2E informtion
provi ded by the old serving TSP for the TN. The process
st ops here.

5. |If both the old and new serving TSPs have no use of the
ENUM services for the network-related services for the TN
and regardl ess whether the EU has selected a T2E, the T1E
takes no acti on.

Cases Gto K. Changing information at Tier 2 Entity

In many cases the information at the T2E such as the NAPTR RRs
or the TSP or ASP that has the authorization to
provi si on/ access/ change the information for a specific
service or services needs to be changed. Each distinct
occasion is separately described bel ow al t hough sone or all of
them may be conpleted in one session.

Since the T2E may store the NAPTR RRs associated with EU s
application services and/or TSP's network-related services for
a TN and the TSP can act as an ASP for sone application
services provided to that TN, the T2E nust control the access
rights to a particular NAPTR RR that is stored at the T2E
The EU shoul d be authorized to provision/access/change all the
NAPTR RRs associated with the application services for a TN
assigned to himher. The TSP or ASP, if authorized by the EU,
shoul d be able to provision/ access/change all the NAPTR RRs
associated with the application services it offers to the EU s
TN. The ASPs may not be allowed to change the "order" and
"preference” fields of the NAPTR RRs.

The EU may need to change personal information (e.g., address)
that does not inpact the NAPTR RRs or the authorization of the
TSP or ASPs at the T2E. If authorized by the EU, the TSP or
ASPs al so may need to change the private information (e.g.
contact person's phone nunber) at the T2E. Those cases are
obvi ous and are not included here. But the protocols should
be designed to allow those cases to proceed properly.

Case G End User changes Application Service Provider

This case happens when the EU decides to change hi s/ her ASP
for an application service. |If the EU authorizes the TSP or
ASP to interact with the T2E, that authorization needs to be
transferred to the new ASP for the associ ated application
servi ce.

la. If the EU perforns the provisioning/nodification for that
particul ar service or set of services, he/she first gets
the information fromthe new ASP and interacts with the
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T2E to provide the changes to the NAPTR RRs related to
that particular service or set of services for his/her TN

1b. If the EU authorizes the ASP for provisioning/accessing/
changing the information for his/her TN, he/she inforns
the T2E about the change of authorization fromthe old ASP
to the new ASP for a specific service or set of services
for his/her TN.

lc. If the EU has the information from hi s/ her new ASP, he/she
can make the necessary changes to the NAPTR RRs related to
the specific service or set of services during the sane
session with the T2E.

2. The T2E nekes the necessary changes to the informtion
related to the TN

3. The TSP or ASP, if authorized by the EU, can interact with
the T2E to provision/access/change the information rel ated
to application service or services for the TN

Case H. End User term nates an application service

This case happens when the EU term nates an application
service (i.e., not a telephony service) that is provided by an
ASP.

1. The EU infornms the ASP to term nate an application
servi ce.

2. There are several possible ways that the T2E can be
i nformed about such a service term nation

2a. |If the EU does not authorize the ASP to interact with the
T2E for his/her TN, the EU nust interact with the T2E to
remove the NAPTR RRs associated with that particul ar
application service.

2b. If the EU does authorize the ASP to interact with the T2E
for his/her TN or set of TNs for the term nated
application service, either the EU or ASP can interact
with the T2E to renpve the NAPTR RRs associated with that
particul ar application service. |If the ASP interacts with
the T2E after the EU has interacted with the T2E, its
aut horization for that service for the TN woul d have been
revoked. If the EU interacts with the T2E after the ASP
has interacted with the T2E, he/she wll find that the
NAPTR RR(s) associated with the application service for
hi s/ her TN has/ have been renpved.

Case |. End User adds or renpves authorization

This case happens when the EU wants to add or renove the

aut horization of an ASP for a particular application service
or set of services. This case can be triggered at the request
fromthe ASP to the EU or sinply an EU decision to do so.
After the interaction, the EU may informor confirmwth the
ASP about the addition or renoval of the authorization for a
specific service or set of services.
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Case J. End User/Tel ephony Service Provider/Application Service

Provi der changes information at Tier 2 Entity

Thi s case happens when the information at the T2E needs to be
changed. The EU can change any NAPTR RR that is related to
the application services. There are many possible ways. The
ASP can only change the NAPTR RRs associated with the
application services that it is authorized to access. The TSP
may interact wwth the T2E to change those NAPTR RRs associ at ed
with the network-rel ated services.

Case K. End User adds a new application service

Thi s case happens when the EU subscribes to a new application
service froman ASP that currently offers some application
services to the EU or froma new ASP. The EU can receive the
information fromthe ASP that provides the new application
service and interact with the T2E to add the new NAPTR RRs
associated with the new application, or it can give the

aut horization to the T2E for the new ASP to

provi si on/ access/ change the data at the T2E.

Case L. Requesting Tier 2 Entity information for a tel ephone
nunber

5.

1

Any entity can obtain this information by |aunching an ENUM
query to determne the entity that provides the T2E service
for a TN. The T2E information would be limted to the
information in the DNS RRs for a TN at the T1E.  For exanpl e,
there will not be any contact information. The contact

i nformati on may help the TSP or an ASP to determ ne who to
contact to submt EU authorization for an application or

net wor k-rel ated service.

Security Consi derations

Aut henti cati on

Since the correctness of the NAPTR RRs stored at the T2E and
the DNS RRs stored at the T1E for a TN may i npact whether an
EU can receive incomng calls or nessages when the ENUM
process is invoked, it is essential to ensure that

provi sioning requests are adequately authenticated.

The T2E needs to authenticate the EU when an EU approaches it
to be the T2E for his/her TN. The T2E is responsible for

validating the EU s identity and his/her assignnent of the TN
The EU coul d be asked to provide a recent phone bill and other
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information (e.g., pictured ID), or the TNAA may need to be
i nvol ved.

The T1E needs to authenticate the TSP and T2E before accepting
information fromthem |If the EU gives the authorization for
the ASP to provision/access/change the data for a TN at the
T2E, the T2E nust authenticate the TSP or ASP and ensure that
it can only touch the information related to its application
or network-rel ated service or services.

The T2E may need to be a trusted/certified entity to play the
T2E role. |If an EU wants to play the T2E role for his/her own
TN, there nust exist a way to certify that this particular EU
or entity does control/own that TN.

2. Secure Conmmuni cation

Communi cati on over Interfaces A, B and Cin the Reference
Model nust be secure to prevent eavesdropping of the exchanged
data and to ensure the data integrity.

Di scussi ons/ | ssues

The reference nodel and associated information flows raise a
nunmber of issues. As the responsible entities take up the
wor k of instantiating ENUM service, these issues will need to
be addressed.

- How can we nmake it easy so that the EU can be the T2E for
its TN or set of TNs? The requirenment to be a certified
service registrar may not apply in this case unless this EN
or entity wants to provide the T2E functionality for other
EUs' TNs.

- If the EU changes the TSP, the time that the T2E repl aces
the NAPTR RRs associated with the new TSP's network-rel at ed
services nust be synchronized with the nunber portability
process (e.g., when receiving notification that the TSP has
changed) .

- Many EUs will not be sophisticated enough to create the
NAPTR RRs t henselves. The T2E may need to convert the
application address information received fromthe EU to the
proper NAPTR RRs, or the ASP may need to be authorized to
provi si on/ access/ change the information for a TN. For the
former case, can the T2E do it for all kinds of the NAPTR
RRs? For the latter case, the T2E nust authenticate the ASP
and ensure that it can only access those NAPTR RRs it is
aut hori zed to access.

- |If the EU changes the ASP for an application service and the
T2E is not informed about the change (e.g., the EU forgets
to informthe T2E), there nmay be a need for the ASP to
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Interact with the T2E so that its NAPTR RRs for a specific
service for a TN can be renoved.

- Is there a need to define the interfaces between the EU or
the ASP/ TSP and the T2E for provisioning/accessing/changi ng
t he NAPTR RRs and between the two T2Es or should those
Interfaces be left to those entities to decide?

- VWhere the TSP has the TNAA function, what arrangenents are
required for the TSP to informthe T1E about tel ephony
service disconnection for a TNin a tinmely manner?

- Wiat shoul d constitute sufficient authentication in terns of
val i dati ng anong the EU, TNAA, T2E, TSP, ASP and T1E?

- VWhat, if any, services does the TSP have the right to
provi sion w thout explicit EU consent? There nust be a
clear definition and distinction on what belong to the EUs'
application services and what belong to the TSPs' networ k-

related services. |f an EU can receive a particular service
frommultiple service providers, that service may be
considered as the EUs' application service. |If an EU can

only receive a service fromthe TSP or a service is offered
only by the TSP, that service may be considered as the
net wor k-rel ated service.

- The NAPTR RRs associated with the TSP's network-rel ated
services nust be distinct fromthose associated with the
EU s application services. Sone fields (e.g., the service
field) in the NAPTR RR nust clearly indicate whether it is
an application service or network-rel ated service.

- It is likely that an EU may want to have nmultiple NAPTR RRs
for the sanme application service (e.g., e-mail) from many
ASPs. The T2E nust ensure that a particular ASP can only
provi si on/ access/change a particular NAPTR RR for a
specific application service. |If the ASP is authorized to
provi si on/ access/ change the informati on at the T2E, how can
the EU control the orders and preferences of multiple NAPTR
RRs related to the sane application service that are offered
by several ASPs? The T2E may need to ensure that the ASPs
cannot nodify the order and preference fields of their NAPTR
RRs.

Anot her issue that has arisen in ENUM di scussions is the
potential for the use of the ENUM protocol to query domains
ot her than el64. arpa. Al though RFC 2916 is focused on the use
of a single tree (i.e., el64.arpa) for all E. 164 nunbers,
not hi ng prevents the protocol from being used to query other
domai ns providing private directory services. It is
anticipated that in such services Tiers 0-2 may be col | apsed
with the same entity acting as both registry and service
registrar. Accordingly, this docunent does not discuss

adm ni strative arrangenents for such services, though clearly,
many of the sanme concerns about nunber assignnent validation,
t el ephone service di sconnect notification, and service
registrar — ASP interactions apply.
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